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HRIIARPR Government of India
AR AT Ministry of Communications
GRUAR faumT Department of Telecommunications

?T@'qﬂ'ilﬂﬂ?&n Fx National Centre for Communication Security

No.NCCS/SAS/ITSAR-Amendments/2024-25/157 dated at Bangalore the 30.07.2025

ST AT/ OFFICE MEMORANDUM

v/ Subject: Amendments to ITSAR Clause on “Known Malware and Backdoor Check”
reg.

e ASHr U H.5-5/2025-8@EH fesAim 17 ST, 2025
Ref: TEC letter No. 5-5/2025-TC/TEC Dated 17t June, 2025

With reference to the letter mentioned above, the requirement under the clause on
“Known Malware and backdoor Check” in all the published ITSARs stands amended

as below with immediate effect and until further orders:
“Known Malware and backdoor Check
Requirement:

OEM shall submit Self Declaration of Conformity in the enclosed proforma/format stating that
the product is free from all known malware as per the malware signature database prescribed
by NCCS and also it is free from backdoors.”
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This issues with the approval of competent authority. Digitally signed by

Nampalli Janardhan
Date: 30-07-2025
ey RErew I
(Director SAS II)
O/o Sr.DDG, NCCS
Bangalore

Hel9e% /Encl: Proforma of Self Declaration of Conformity(SDoC).

gfa:/To:

All OEMs/Dealers/Importers/applicants/TSTLs - through NCCS website

gfad (§-A« & ATEIH Aq)/Copy (through e-mail) for kind information to:

1. The Member (Services), DCC, DoT
2. The Senior DDG & Head, TEC, New Delhi
3. The DDG(SA), DoT HQ, New Delhi
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Self-Declaration of Conformity

(With regard to the ITSAR No. ......... of dd.mm.yyyy.)

(To be issued on company letter head)

i. OEM/Applicant Name:
ii. Address:

iii. Brand Name:

iv. Product Type:

v. Model Number:

vi. Model Name:

vii. Associated Models:

viii. Application ID:

We declare under our sole responsibility that:

The product bearing details above is free from all known malware as per the malware

signature database prescribed by NCCS i.e. https://bazaar.abuse.ch/. We also declare that

the product is free from backdoors.

Place: Authorized Signatory

Date: OEM Seal and Stamp
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